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For many general counsel, a nightmare scenario might be waking up to a 
phone call alerting them that the organization’s data systems have been 
breached. Although receiving the call at least means the company’s response 
will extend beyond server administrators frantically applying patches to the 
system into the morning, it nonetheless puts the spotlight on counsel who is 
increasingly expected to drive an effective and comprehensive breach 
response. How can counsel feel secure that this response accounts for all of 
the technical, regulatory, and legal obstacles associated with a data breach? 
Following ten key steps may mean the difference between an easy resolution 
and a far greater headache down the road. 
 
 
 1.     Understand the Scope of the Problem 
 
            When responding to a breach, it is essential to obtain an early 
understanding of the scope of the problem. Although it is not possible to 
learn every possible technical detail—nor is it advisable to hold off the 
response until you do—General Counsel should pose several key questions 
immediately after learning of a potential breach: 
 
  

 Is this a breach (did data get lost or stolen) or is this simply an incident 
(an attempt is being made to penetrate systems, the system is being 
subject to a denial of service attack, the organization has identified a 
critical vulnerability)? The answer will significantly impact the 
company’s legal obligations and will almost certainly guide the 
response. 

 
 

 If data has been lost or stolen, what type of data was it? Was it 
encrypted? The nature of the data (i.e., is it personally identifiable user 
data) and whether that data was still encrypted when lost will 
determine the company’s obligations to notify affected individuals 
under each state’s laws. 

 
 



 

 Is the breach ongoing or contained? If not yet contained, how can the 
company immediately stop the ongoing loss of data? Although this is 
not the time to fix all problems, immediate actions (i.e., isolating 
portions of the network or specific ports, installing a critical patch, 
changing passwords, or altering file permissions) that minimize damage 
may justify delaying the organization’s full-scale response. 

 
 
 2.     Start Executing the Data Breach Response Plan 
 
            Most organizations should create and maintain a data breach response 
plan. Not only will such a plan help alleviate the chaos in the aftermath of a 
breach by providing a methodical process to follow during a response; it also 
will serve as a critical information resource for those responding to the 
breach. For example, the response plan should include (1) contact information 
for your Computer Security Incident Response Team—the team made up of 
key legal, technical, PR, and business professionals within and outside the 
organization charged with executing a response; (2) a technical overview of 
critical infrastructure and priority systems; (3) protocols for informing key 
decision-makers about the data breach and response progress; and (4) 
instructions on how to perform the initial investigation in a forensically sound 
manner that preserves necessary evidence. 
 
 
 3.     Contact Outside Counsel 
 
            A successful breach response requires the expertise of a diverse team. 
One key member may be outside counsel. Marshalling the experience, 
resources, and contacts of outside counsel versed in cybersecurity issues can 
help the company navigate expansive and diverse state-by-state regulatory 
frameworks. Outside counsel can also offer assistance in performing a 
forensic analysis of the breach (including identifying, retaining, and managing 
forensics experts). Using outside counsel may shield certain documents under 
the attorney work product and privilege doctrines as the organization 
performs an in-depth investigation and plans its response. This may provide 
flexibility on the types of information later discoverable in litigation or 
enforcement actions. Outside counsel can also help the organization prepare 
for eventual regulatory action or litigation and navigate controlling third-party 
agreements and insurance agreements related to the breach. In each case, 
outside counsel not only brings resources to the response team but also 
allows inside counsel to focus on managing the business response. 
 
 
 



 

 4.     Perform a More Detailed Review of the Breach 
 
            Once the organization has contained the breach and assembled the 
response team, it should begin performing a more detailed analysis of what 
happened. While there will be a strong desire to execute an organization-wide 
remediation plan, such efforts should not sacrifice forensic data preservation. 
Such preservation can be instrumental to any further analyses, impending 
regulatory actions, or litigation. This includes imaging impacted servers, 
documenting each step of the investigation, maintaining logs, preserving 
backups before retention policies permanently overwrite the data, and 
conducting any necessary interviews. 
 
            A detailed review should extend beyond just determining the root 
cause of the breach—it should also uncover the impact of the breach, identify 
the specific data compromised, catalogue the demographics relating to that 
data, identify the third-parties involved or impacted, and highlight 
vulnerabilities that might exist elsewhere in the network. 
 
 
 5.     Determine Who to Notify 
 
            One of the most important (and challenging) tasks will be to 
immediately assess what state and federal notification requirements have 
been trigged by the breach. Some states maintain express time limits for 
providing notice to impacted parties. The organization should prioritize 
investigating whether users from those states were impacted. The nature of 
the data compromised (personal, health, financial, educational data, etc.) may 
also impact what, when, and to whom notifications must be made. 
 
 
 
 6.     Contact Regulators and Law Enforcement 
 
            Consider, in consultation with outside counsel, informing regulators 
and law enforcement early. Law enforcement may, for example, provide cover 
from notification obligations by placing an investigatory hold on the release of 
any information or may be a critical partner in preventing the dissemination of 
information overseas. Further, cooperating and being transparent upfront 
may pay dividends if regulators consider potential subsequent enforcement 
actions. 
 
 
 
 
 



 

 7.     Identify Potential Legal Implications 
 
            Once the organization learns more about the underlying facts 
surrounding the breach and addresses its statutory obligations for reporting 
and responding to the breach, attention should turn to assessing the potential 
legal consequences. History has taught that impacted users and/or third 
parties may consider litigation. Further, the organization may face scrutiny 
from agencies such as the Federal Trade Commission. Further, since 
companies rarely operate in isolation, controlling indemnification provisions 
with third-parties may limit or expand potential liability and should therefore 
be scrutinized. 
 
 
 8.     Understand Potential Insurance Claims 
 
            Cybersecurity insurance policies are becoming more common. Simply 
having a policy, however, does not mean the organization should rest assured 
it will be fine should a breach occur. Careful attention should be given to 
understanding coverage caps and loopholes in coverage, and the 
organization should determine what actions must occur (both before and 
after a breach) before coverage can be triggered. 
 
 
 9.     Develop a Public Response 
 
            Beyond the mandatory breach notifications, the organization may 
need to fashion a public response plan. General Counsel should work with the 
organization’s public relations team to develop messaging that is open, 
sincere, and factual. However, the messaging must be crafted in such a way 
that does not implicate the legal risks identified above or jeopardize any 
ongoing investigation. 
 
 
 10.      Adjust Training and the Response Plan 
 
            While a breach may trigger some of the most stressful hours (or days, 
or weeks) of General Counsel’s career, having solid training and an executable 
response plan in place will make the process far more tolerable. Yet, rarely are 
either perfect. It is essential to continually adjust and update both, especially 
following a breach, to reduce the compliance risk to the organization. 
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